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The Secret Ballot

Ballot secrecy is a
security mechanism
that prevents bribery
and coercion.

Protected by law in all
50 states.

But it is under tension.
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The DVSorder Vulnerability

= DVSorder

DVSorder is a vulnerability that affects data from the
Dominion ImageCast Precinct (ICP/ICP2) and
ImageCast Evolution (ICE) ballot scanners.

These are used in 21 states, Puerto Rico, and Canada.

The flaw cannot alter election results.
It can reveal how individuals voted.



The DVSorder Vulnerability
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Ballot ID Generation

on On On @

A f * A
(1) Scanner chooses a (2) Ballots are assigned
random starting point subsequent record IDs
in the cycle in order of casting
720012 195008 | 857815 739854 611861 876852

Fixed cycle of 1,000,000 IDs used by all scanners of a given model

The only thing that’s “random” is the starting point in this list!




Dominion’s Obfuscated LCG

Xpt1 = X, +864803 mod 1000000
0,1,2,3,4,5,6,7,8,9] — [5,0,8,3,2,6,1,9,4,7]
123456 — 261534 123456 — 342615

Check out Section 3 of
our paper!




Exploiting DVSorder to Unshuffle Ballots
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Determining Voter Order: (1) On-screen Counter

Using the machine’s
public counter, an
attacker could learn
the index of their
victim’s ballot.




Determining Voter Order: (2) Watching at the Polls

Partisan observers
have a legal right
to learn voters’
identities and
monitor as they
cast their ballots.




Determining Voter Order: (3) Public Surveillance Video

Some jurisdictions treat
surveillance footage
inside polling places
as public record.
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Part 2: The Aftermath

Highlights election ecosystem security challenges:
1. Coordinated disclosure
2. Prompt and effective mitigation

3. Certification and testing



Election ecosystem
security challenges:
1. Coordinated Disclosure



Three Months to the November 2022 Election

July

2022 J* Santoambaox

Initial
discovery

So we found a vulnerability...now what?

Options (from least to most onerous)
o—Dohothing
e Coordinate through Federal entities

e (Coordinate through the vendor
e Coordinate directly with the customers

—-

Election
Day




CISA’'s CVD Process

Options (from least to most onerous)
o—Dohothing
- ! I b Federalontit
e (Coordinate through the vendor
e Coordinate directly with the customers

Niyies




Notifying Dominion

COULGE OF NGINEEANE
FpMEHT.,EEEFIENEE & ENGINEERING

August 2022: Personally called
Dominion CEO and sent
detailed written notification

e Code to generate RNG sequences
e Descriptions of threat scenarios

¢ Recommended mitigations

We set deadline ahead of Nov.
election for public disclosure.

Offered to collaborate with them
and assist in solving the issue.



Dominion’s Customer Notification

Problems:
Rl v e Doesn’t mention there’s
a vulnerability!

e Suggests customers
“follow state and local laws”

September 9, 2022

Customer Notification: Cast Vote Selections

Dominion is aware that many customers are receiving requests to provide access to election 1
records or results reports which identify cast vote selections. While definitions and requirements When releaSIng bal IOt data'
can vary widely, this general guidance is designed to help support customers in identifying the
best way to respond to such requests, in consultation with your legal advisors. () Bu‘t . Customers |ef‘t ‘to rely
It is important to follow any state or local requirements guiding public access to and release of iNi ) 1
cast vote records (“CVRs”"), including paper ballots or ballot images. On Dom I n IOI"I S preVIOUS’
As a best practice, CVR data that is being released for public inspection should follow state and |naCCU rate assu rance that
local laws to preserve voter secrecy. Customers should consult their legal advisors for guidance
on how best to ensure such protections are applied, particularly if simultaneously releasing any bal IOtS al’e Safely Sh Ufﬂed .
record (ie. video) that could reveal a voter’s identity in the order in which they cast their ballot.

. P .
MORE: National Institute of Standards & Technology (“NIST"): Cast Vote Records Common (Dldn t te” US they Sent thlS.

Data Format Specification (2019)

We found out weeks later.)

This is the entire advisory.



Dominion’s Updated Customer Advisory

UPDATE: A researcher who has been granted extensive access to the Dominion 5.5A system
has claimed to have a method by which to reveal how Democracy Suite scrambles Cast Vote
images as they are saved.| Following the information described in this advisory mitigates any |
|potential risk that may result as part of any such disclosure. For customers using platforms other

than a 5.5 entative
with any quf Options (from least to most onerous)
This is the only c—Be-pething n’t talk to us.
~ natet) b Federahentiti
Finally M e—GCoeordinatethrough-thevender But...
(1) Falsely im| ® Coordinate directly with the customers affect
5.5-series demmmmnr‘indingsl

(2) Misleadingly states that “following the information described in this
advisory mitigates any potential risk” —but there is no mitigation information!



How Best to Contact Election Officials?

<name>,

| think you offered to provide some appropriate contacts at the state level too. If that's still on offer, we could use
those for jurisdictions that use the affected equipment.

Thanks,
Alex

| don't have those handy right now but | can ask the ESI team (Geoff Hale and company). Let me see what we can
do.

<signature block>

Sep 19, 2022, 1:22 PM w “«

tome =

My apologies, but we apparently must direct you to Our Members — NASED rather than drilling down into who runs
what exactly. Sorry for the delay.

Go g|e every state election director contact X $ @ Q

Q Al @ News [ Images [ Videos [ Books ¢ More Tools

o Federal Election Commission (.gov)

https:/~ww.fec.gov » introduction-campaign-finance
How To Research Public Records|State Election Offices - FEC
State Office Website
American Samoa Election Office, Pago Pago, AS https://aselectionoffice.gov
District of Columbia  Board of Elections, Washington, DC hitps://www.dcboe.org/
Guam Guam Election Commission, Hagatna, GU  http://gec.guam.gov/

Alabama.gov

hitps:/iwww.sos.alabama.gov » alabama-votes » voter
Absentee Voting Information | Alabama Secretary of State
Absentee ballot applications delivered by mail must be received in the office of the Absentee
Election Manager for your county no later than 7 days prior to

https:/ww.sos.alabama.gov > alabama-votes > board

Board of Registrars: All Counties - Alabama Secretary of State
Board of Registrars: All Counties. County, Email, Mailing Address, Physical Address, Phone.
Autauga, Autauga@vote.alabama.gov, P.0. Box 680036

NASED

https:/www.nased.org
National Association of State Election Directors (NASED)
In each of their states, they are responsible for implementing election laws and policies
maintaining the voter registration databases, working with local




Our Disclosure to States

Our Advisory to States

J. Alex Halderman - Professor

Beals

e
Commonweatthof Virgnia

Vulacrabitity Disclosure: Privacy Flaw Affecting Dominion

e 3-page letter to chief

We are computer scientists at the University of Michigan and Aubum University. We are writing to notify
you sbout 3 serious privacy vulnerability that affects ballot-level data produced by Dominion Imaget

Precinct (ICP) and ImageCast Evolution (ICE) tabulstors, The vulnerability can potentially be &
and exploited by anyoes, without any s ipmernt ar breach of controls, We belicve that Virgin .
among 22 states w some Jurdictions e thee dev ageCast Central
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Example: San Francisco

San Francisco is a leader in transparency and routinely publishes ballot-level data.
We named them specifically in our disclosures to Dominion and CA.

Apparently, nobody warned San Francisco it was vulnerable!

SF began publishing new vulnerable
data on Nov. 8, 2022.

SF officials say they never heard
from the state and couldn’t
understand Dominion’s advisory.

In 2024, SF tried but failed to sanitize
the data they posted. They removed
only one of several appearances of
the vulnerable IDs in the records.

J. Alex Halderman <jhalderm@umich.edu> @ Wed, Nov9,2022, 1130AM ¢ &

to SFVote, team v

It appears that the CVR data San Francisco posted last night is vulnerable to the DVSorder privacy flaw. My colleagues and | disclosed this vulnerability to Dominion in
August and notified California about it a month ago. (I'm attaching a copy of our notification letter for your reference.) We also described the problem publicly on October
14 at DVSorder.org.

The import of the flaw is that, for the subset of your ballots cast in-person on ImageCast Evolution machines, anyone can unshuffle the ballots and see them in voted
order. Under some circumstances, this could be used to identify the ballots cast by specific individuals and determine how they voted.

(16%) appear to be vulnerable

You can prevent public exploitation of the flaw by sanitizing CVRs and ballot images before posting them. We provide instructions and a software tool to help with that on
the website above.

We'd be happy to answer any questions in support of your efforts to safeguard elections and voter privacy.

Best,
Alex




Example: San Francisco

San Francisco is a leader in transparency and routinely publishes ballot-level data.
We named them specifically in our disclosures to Dominion and CA.

Apparently, nobody warned San Francisco it was vulnerable!

SF began publishing new vulnerable Recommendations:

t Nov. 8, 2022.
data on Nov. 8, 20 e Vendors should accept

SF officials say they never heard .
from the state and couldn’t responsibility and convey accurate

understand Dominion’s advisory. vulnerability information

In 2024, SF tried but failed to sanitize e The federal govemment should

the data they posted. They removed : _ _
only one of several appearances of reliably coordinate disclosure for

the vulnerable IDs in the records. vulnerabilities in election
infrastructure



Election ecosystem
security challenges:
2. Effective Mitigation



Effective Mitigation

Y Filter ballots & Cast Vote Record (4] Audit mark

Al Contests

00200_00000 1 PRESIDENT AND VICE PRESIDENT
P 00200_00000_ JOSEPH R. BIDEN AND KAMALA D. HARRIS
00200_00000 O DONALD J. TRUMP AND MICHAEL R. PENCE
00200_00000 O GLORIA LA RIVA AND SUNIL FREEMAN
00200 00000 O ROQUE "ROCKY" DE LA FUENTE GUERRA AND
00200 00000 O HOWIE HAWKINS AND ANGELA NICOLE WALK

The immediate mitigation is to remove
or replace the ballot IDs and reshuffle
before publishing data.



Our Automated Sanitizer Tool

We created open-source tool to help officials reprocess ballot-level data so that

DVSorder can’t be exploited by the public. Available fromm DVSorder.org.

To sanitize a single CSV-format CVR file

dvsanitizer --gen-seed --sanitize-csv --input dirty-data/CVR_Export_1234.csv --output-dir clean-data/

Sanitize a single JSON-format CVR .zip file:

dvsanitizer --gen-seed --sanitize-json-zip --input dirty-data/CVR_Export_1234.zip --output-dir clean-dat:

»

To sanitize a folder (or folder hierarchy) of .tif ballot images:

dvsanitizer --gen-seed --sanitize-tif-dir --input dirty-data/ballot-images/ --output-dir clean-data/ball

»



Dominion Software Update (D-Suite 5.17)

Dominion incorporated its
6705 Odyasey Drve patch into a major update,

i necessitating a lengthy
rer RO federal review

Delayed availability until
almost 5 months after

Test Plan for EAC 2005 VVSG Certification Testing pubhc disclosure.
Dominion Voting Systems Democracy Suite (D-Suite) Version 5.17

Voting S i
oting System Recommendation:

General System Changes Produce discrete security
patches that can be
rapidly certified.

e Improved pseudo random number algorithm




Example: Georgia — Still vulnerable two years later

The entire state of Georgia uses tabulators vulnerable to DVSorder.
Georgia counties continue to publish vulnerable data in 2024.

Georgia announced in May
2023 that it won’t patch until
after 2024 presidential election.

Recommendation:

States should patch at a regular
cadence and be prepared for
emergency updates as needed.

Georgia Secretary of State Brad Raffensperger
Continues Focus on Security in Preparation for 2024
Elections

May 19th, 2023

Atlanta - Georgia Secretary of State Brad Raffensperger’s Elections Division announced on a call with
county election officials the plan and timeline of security preparations for the upcoming Presidential

Election Year.

Also, in reviewing the processes it will require an update of the nearly 45,000 pieces of voting

equipment, along with the subsequent acceptance testing. This process will take tens of thousands of

INERII[e A Therefore, the statewide move to 5.17 will occur following the 2024 election cycle. RISVl

allow the state and counties to focus on executing municipal elections and running the Presidential

cycle. It also allows the state to put together a thoughtful, thorough plan to roll out the latest software.




Election ecosystem
security challenges:
3. Certification and Testing



Two Decades of Voting Machine Randomness Failures

Experts have been pointing out for 20 years that
broken random number generation threatens voter privacy.

Public availability of ballot-level data has brought this issue to a head.

Diebold AccuVote TS Sequoia AVC Edge
Kohno et al. (2003) Blaze et al. (2007)
Used an LCG with a predictable seed Only 10 possible random sequences

Diebold DREs in Brazil
Aranha et al. (2014)

Used C’s rand function, seeded with the
time in seconds the system turned on

Hart InterCivic machines
Inguva et al. (2007)

Used a poorly randomized data structure



Gaps in Federal and State Certification

Federal and state governments
require testing and certification
for election equipment

Vulnerable Dominion scanners
passed testing or certification
at least a dozen times

Certification requirements lack
detailed coverage of privacy

Recommendation:

Rigorously test for privacy
problems, drawing on lessons
from past vulnerabilities




DVSorder: A Wake-Up Call for Voter Privacy

DVSorder should be a wake-up call that election sector needs to take
voter privacy more seriously.

e How is it possible that in 2022, a leading voting system vendor thought
shuffling ballots with an LCG was appropriate?
e Why didn’t this raise red flags with regulators during any one of their dozen

certification reviews?
e Why can’t jurisdictions as large as Georgia or as sophisticated as
San Francisco address the problem even years after they learned about it?

If the right to a secret ballot is to mean anything, actors across the
election technology space must do their part to protect it.
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